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Controlling personal information leakage of

android application using ScanDal analysis result

Abstract

Nowadays, as a result of the rapid spread of the smartphone, most
people use mobile application. However, the Android platform, the most
dominant mobile operating system, makes it hard for its users to know the
exact information applications request because of the limitation of the
permission system, which is asked once during installation. It is impossible
to deny some of the permissions requested, and it is also hard to
determine whether the acquired information is used only internally or not.
To address this problem, the PrivateManager project that asks the users in
a speculated situation predicted by the result of the ScanDal - which
analyzes the Android application statically - and provides management of
private information was suggested. In this study, the statistic service that
collects user acceptance or rejection and provides it to other users was

added to the project to judge the dangerousness.



ScanDal 4 ZA3i& & 83 e =Z o)l
A EZg Aol Ao AL AR F& A

2 B

2utEZES] wWE Hgo] wet ALY R AtEEe] Eutd o &g A o]
AE ol &ste Atz HA I8y 7P e AFES VM ERoE
ERFE FolA e oAEFANALS AXE w g WY EojRE AT A =H
SdAFOZ Q) ofH HRE gFs=XE & &7] oAA¥Y. 873 HEE
T YEY ARstE A= BrbsstH, 859 ZRIE 7)7] WelARk AHEEE
A, JFEE AFHEAE & F fle o] ddoltt. odd AE MAs]
A YHoRE dsRolt ofEYAolAS BHLE EASt= ScanDald &
A AAE EdE 59 JJIABERI 22 F v FEoA AEAY &
A& w3, MAFR A 7]5ES AFsh= PrivateManager ZZAHE7}E 313
H ok ok B AFoA e o] ZEAE 7} 3o g AEAES e
AFRE FHsIL ol TE AEAEANA AFIAEF st 7lse FUHSHA
o 4A A8 E 39T F A=EE M



TI. O] A BT werererereesrermentsetseis sttt bbb s
21 1059]— ANAroid coeeeeererr
22 tERo]E Z A o] UL TR e
2.3 Dalvik VM g,l SN rreeerrrrr e
Dl GCANIDAL #+#vvveervreersreemmmneemnneentt et
D5 TaintDTOid «eeeeeveeeerrrereeerrneeemmimtternitte e

2.6 AN LA i,



3.21 %ﬁ] x]._g_ TTE T e 8

322 A O] BAD oo 10

323 156_7:]] /\g}\g ................................................................................. 11

324 %ﬁ] §_|]-c‘>_] ................................................................................. 12

V. g:'I @31]_ r;'_l _E_/j‘ ............................................................................... 13
4.1 cﬁ:} @jq_ ....................................................................................... 13

4.7 @.ﬁ]xﬂ% 1;_; 13___]—;@ 7]_%/\3 ................................................................. 15

V. @% 1;_! E_o,] ......................................................................................... 16
VI. ;j]-jy__ E__;:‘-]__ ............................................................................................... 17
Summary ...................................................................................................... 19
71-/\].‘04 :é'_- ..................................................................................................... 20



N H <H OO

B A ) A A BHH o

F A O] A TFA O] FLZ worrrrrrrissereeriesinnernseees e

3 2 k=F o]t Ao A 9] o

o{_YL
=

-

3 }=Ro
I3 4 smali®} baksmali]

TR

a

10
11
12

T8 5 AW A HO]B-Q] TLZ e

I8 6 AWANA HO]JE U FY] T e

a8 7 json FENQ B AFT e

X
s

ol

X
s

ojp

wK

a9 9 A

15

99 10 B4 AWe] AZAT 5 91 w9} G WO KFO] i



srteZo] WS oot delo] BARE 2 AeA Bd AAYLE

G2 4 A o4 ojZAolMol Zrletn Qom, oFd o ZelAolAe] of

Uets ALgA 913 7w B3 el 5o Brh Auag gl AgAte] 914
H

s VAT AJBE Il HTske FFUF 8ol solvta Aok

20149 AEYo] gAY mEw gk oAl o] AT 786% = Z=HHEY]
71€ Bt ok o] fJell= oy FA AmE £ u, §2o el ol
P59l gad A4 717170 Hof ok =@, 20124 3t

W] AvtEEZo| A A AR wEW AvEE o] gzt 190 i AXAH

ol Zg Aol s 46N E T B

2~206] .0 2~
FEYE & F U

(o4
O
~

rlo

Az A AYAS el ‘AL fA ofEgAelde] F2sts 7wl Hid)
ARG AFe asta | ziPlo] ezl H} °‘°U4, w8 4% =T A0
A o & s Ae] =g

s S
H7E dTh A YA A=) Heol dadel=A g@Aa A

b BAsE AsE oEYAld ‘ANE HUA 94 REF ABS 8T
5 egho] B3 Q7] wHA ol

2 ATeME B3 E49 ARE ol &5t ofEgAlelAde] AR H
1 JRE FET 4 U FRAA AFANN BolE & YT He
PrivateManager 24 Ello)] ALg459] 59 o BEAE AFT3eE 715 F

7vete] A e FEAIZIAA ST



o] 27 w73

2.1 i0S¢} Android

o

Mo

dutz o g AlFEo] g ALESE AnfEZE SFAAE IA i0s9t ¢
2ol g FEHAT} {0SollA & olEelAelde] a4ste BE Ad e sl Z
SAFNS W ST ol tF FQ ARE EARE FY A&

F a2 &% o]gA AR FER

JAARE FeE s, 19 149H AN ZF 5279 &2 AFE 4A HAY

i

At

Advertising

19 11089 /HA R M e sd

of whafl, 2014\ 1€ 7|Eo 2 = 2ntEE AREAFS| 93.4%7F ARE-S}
PP E 2] Android”& 6.0 Marshmallow ©| A7} = 2+ o] Z A o|do] 19

Aol AAE wfol] & g W, o] ofFgAoldo] ougt MAFH
Ae& AJY Folt}. ArARE °o] T stuetE ARIHH 1 o=
o] MAA|xA HA Frlol, AHEAVE I oFYAeldS o] &stal AT of
ZdAoldol a7ste d3E BT Tl Fhtel Qv 3, o Eg Al
o] E4 HAE 5T, 1 o]FREE AREACA dHAE A s g§lo

_2_



= 3 6.0 Marshmallow ]|
M2 43 mdlo] ALxo] JAARE AASHA #ABT o+ AA T, =4
ERE =

o tsixes A3 &

=
of AUNHRE AT F YEE e AR 7 AU AEA

® Blog

Do you want to install this application?
It will get access to:

Allow this app to:
Your location
prec PS)

Network communication

mmunication,

Services that cost you money
directly call phone numbers

Hide
Network communication
Cancel Install

I9 2 d=ERolE AolAe ofZEAeld A A




T 71718 ALEA Eaid, Ak HAE FE0} Qi 5 2 Ao
siek.
22 QEZo|T ofZg Aol HA =

gt ol AlzHloA ofZE Aol WA APKElE FAAZ zhet, o

A ﬂﬂ AsdE who] e ool

=43 53 22 HRE ¥}
I %)= AndroidManifest.xml 3, o]u]X]-&2 F9o i HY So07 o]F

code ||| _
i
= | dx
Java ,.h
classes.dex aapt
BVT - - i D
Other .class files AndroidManifest.xml apk

dd
N

Resources

a7 3 ERolE ofFACIA Yo 7=V

2.3 Dalvik VM % smali

FERolE ofFg Aol Dalvik VMolgh= 7Hd HAlL oA A==,
olo] B3 WH FEE9] classes.dex FFoll EJHE o] Qth. A java &2 3

s

_4_



CE2HE AYYH class FYE©] Dalvik opcode® v TAEC] FHA
classes.dex Y& THEo]A| = Zlo|th

HH, o]FA AAE niolyE HAd2 Abgo]l & 4 Q7] AbEel Al
T USRS st WE Aol Hasith 17 49 o] baksmalizhs S S8t
H  classes.dex L Aol ¢ NEZF  const(dT AA HHH),
move-result(FT2 A3 AIAE HA X2 EAD, invoke-static(8 & WH 3
3F) ToE A Fo] 29 A& smali = FEE vk ol 53 4
A ouE mofsty B RES £AHS 4 9o, 1 5%01]35 smalizt= &

o] 83t M7 H smali ZT=E THA classes.dex® T 9ith

Dalvik baksmali
executable —_—

o mlﬂ

ml7>
lm 4 &
x

smali

classes.dex .smali

13 4 smali®} baksmali®] & B4 %=

2.4 ScanDal""!

ScanDal> ZH] 71 Al Ao]2 7]&Ho] Q&= Ad==Fol= ofZFA oA
B4 tIgoz = AAH EA7|olt. @y z2 a4 g Ed%t= AL A
v o Audy 59 EL o] &34 == otk

zeAcliY A5 By wolEIE FEe|A HEd
CEDERIE EEREE-L S

7o) o
S ooleh webd 2y wlolEzEe] MW onE Ay BASW AAYRE T



ScanDal& ol ZgAloldo] MAARE FE2A7IEAY ARE gotstr] 9,
AHO AX(source; NMAAFRE SFAAZEH AHLLE APL 5 & 9A)
25E AAink oo HolEE 717 Bte2 WRYE & = APl g &
AA)E HolE 559 EAE MAA RS F== AHYstd g a4 7Y
& Fd¥E =Tt

2.5 TaintDroid

TaintDroid+ Android Open Source Project(AOSP)E 7|WFS & 3o A2k
wYAA R, dPEH= ofFgAclde] ofH HH HIs=AE AN E FF
At o5 Fall MU R HIete Zo] FelE Aol AREAAAl FA sk

At AF of5E BolR 5 YRS st Zlo] o ZeAES| fiolt;

D FAOE PASE o] AxHY A4 YA oZYAlHe B
Aaysiok shm, BAHOoT 1 5% LA Hol Ytk IPC MANIE ALE
o 4% BIHAS W Aol el SFAA HE) 27% H =AU R

2 Yepgth b
26 A AL

I

N

AN
T o
flo
I
i
[

o,
&

e 9
4 w0 (rﬁ 1
£

rr to 0

o

i

Mr o Ao
8 o & & o
' et

-

el

2

8 2

ACIC:)
E X

5 o

O

% go

g Lo

L

Moo

i o

e L
kA
1o
o
o,
e

TR
=
i)
ofo
mg_,l'
¥
;(_)‘
K
a ¥}
_>|i
0
=



M. I+ 4

31 74 U&
311 5A oA+

2 AFoAdE o] AT A 2] PrivateRepackerE T3l A H W& A3t
ArEAFEC] AN AR e HE(source)@ M HE FF 7FsAol e I
H(sink)ell s Lwuht o] AHE Wo] How, Al o] 3o FYF=A
of g FAE I

1% B3l ThE Ayl ol F2Pe W AA ATl Avht FoIHEA

& SRS Bal BEs aD o ZelAolA

R

[e)
T =
2 Hol&& 83t

313 54 +3

ge tutolzolA 47 BAE FHsY] s AHUS ol gtk UukHe
o]

=
) Al o] AM8-EE Nginx, PHP, MySQL 52| #7348 T3 7t o &g

_7_



. SA A7 WA EHE

R

17 AAE

°

HolEHE 43

1

9
il

Adoll

|

94 9

EXx
=

gk murd 7)7]9)

=
a-

|

A

o

e
=

—_—

0

[~
o

oF
o

+

it A

S}
=

5}

FH A sinky

S

€]

#gol =4 £ wol
g

A #1Y 5

|

A

“
6

Ay
gAelde ©l

o

3T
=

RHA]

A}
Far Mmoo g g

s wAE o

°©

9

5

=

=

o] A4
o} o] o PrivateManagerol A& IEJYlo] 443t &

#

1

0]
yil

Al

3 oF

AEl =g Fa) AgAe Aglel WE S/ B4 ARE ojerh

<l
3

AL-8-AE-2 PrivatePatcher
ZARNAE At

o5 UF dlelg o] oA AATOZH
314 A

source=

ﬁO
W
0

ad

Plole T2zt ok mad $A A=

S

EA

3o

F B9

SEES

it

O

—_—

o
X

A
o2 7§e] HolEo]

1

g Aol EFoA FTA AEE SQLite

3T

=

of FHE AZEY. tlolEH o] 2

Ea

3 Tlol e H o]

S

A A% A el PrivateManager ©]
5

321 A A=w 7=

=
=



A, A" ofEYAIAY sAFS
SQLite’d ol Al cAZRE o] Fofx HolEW 2 S EHA o=z, AT

o] BT AR o]Fold Aol thulste] sjAlgk kol ‘et EAE EQUTH

2 oz oldd ti3)
allow, disallow, type°lel= ol gt —’F(ﬁ\:xl-), AFES F(s=A, o o

W S AREAD)S AFB AR

i)
ry
Olr
o dr
$
A
«
O
[en
a
NCH
flo
a

# user@localhost:~
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